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fido2
e GitHub: nfcim/fido2

ZIOGEEEL, ARSSImIZAENE, BREFENT B, TIEUSRMMRNK,
R 2Nl

[J §9 00pen + 7Closed Author ~ Label v Projects ~ Milestones v Reviews v Assignee v Sort v

[J # fix: make name and displayName optional in PublickeyCredentialUserEntity v/ D2
#7 by inuEbisu was merged on Sep 9

[J % docs: add detailed documentation, update CHANGELOG and README v/ Gan
#6 by inuEbisu was merged on Sep 3 + Approved

[J # refactor: migrate to json_serializable-based toJson and mixin toString v/ s
#5 by inuEbisu was merged on Sep 1 « Approved

) 1% feat: implement toString() for data classes v s
#4 by inuEbisu was closed on Aug 31

[J 1 refactor: move constants to respective classes for better encapsulation 1
#3 by inuEbisu was merged on Aug 16 * Approved

) f feat: Introduce WebAuthn Fido2Server and add COSE verification (ES256, EdDSA) v s
#2 by inuEbisu was merged on Aug 22 * Approved

[J ¥ feat: implement FIDO2 Registration and Authentication v s

#1 by inuEbisu was merged on Jul 29 + Changes requested
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Implement TwoKey #1

g Merged Harry-Chen merged 65 commits into nfcim:main from inutbisu:main |'_[;] on Sep 26

L) Conversation 20 -o- Commits 65 Fl Checks o Files changed 166
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#HeE iR makeCredential M getAssertion M ME(E

v ctap2

Vv i@ entities
@ authenticator_info.dart
@ authenticator_info.g.dart
@ credential_entities.dart
@ credential_entities.g.dart
v requests

@& client_pin.dart
@ client_pin.g.dart
@ credential_mgmt.dart
@ credential_mgmt.g.dart
@& get_assertion.dart
@ get_assertion.g.dart
@ get_info.dart
M make_credential.dart
@ make_credential.g.dart

O base.dart

@ constants.dart

@& credmgmt.dart

@ credmgmt.g.dart

& pin.dart

@ pin.g.dart




fido2: ScI} Fido2Server

FFEMER. SEMBEY. ISUEE RS S0 UERGY

'package:fido2/fido2.dart’
'package:chor/cbhor.dart’

'example.com' 'Example’

'user@example.com', 'User'
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154 class ES256 extends CoseKey {

185 Future<void> verify(List<int> message, List<int> signature) async {

202 1f (parser.hasNext()) 4

203 throw Exception(

204 'ES256 verification failed: trailing bytes present in DER signature.');
205 }

206 final rObj = obj.elements[0];

207 final sObj = obj.elements[1];

208 if (rObj is! asnl.ASN1Integer || sObj is! asnl.ASN1Integer) {

209 throw Exception(

210 'ES256 verification failed: DER must contain two integers.');
211 }

212 final rBytes = rObj.valueBytes();

213 final sBytes = sObj.valueBytes();

214 final r = bytesToInt(rBytes);

215 var s = bytesToInt(sBytes);

216

217 // Build PointyCastle public key

218 final domain = pc.ECDomainParameters('secp256rl');

219 final q = domain.curve.createPoint(bytesToInt(xBytes), bytesToInt(yBytes));
220 final pubKey = pc.ECPublicKey(q, domain);

221

222 // Low-S normalization to prevent malleability: use s = min(s, n - s)
223 final n = domain.n;

224 final halfN = n >> 1;

225 if (s > halfN) {

226 s=n-5;

227 }

228

229 // Verify using SHA-256/ECDSA

230 final verifier = pc.Signer('SHA-256/ECDSA');

231 verifier.init(false, pc.PublicKeyParameter<pc.ECPublicKey>(pubKey));
232 final ok = verifier.verifySignature(

233 Uint8List.fromList(message), pc.ECSignature(r, s));

234 if (lok) {

235 throw Exception('Assertion signature verification failed (ES256).');
236 }

237 }

238 }
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twokey v oA X
Ow WebAuthn ] ﬁ v Al Debug+ Info+ Warn+ Error
18:37:07.374 [DEBUG] <— CTAP Status: 0x@8, CBOR Length: 246
Logger
* 18:37:89.988 [DEBUG] —> APDU Command (hex): 861080008606a20102020200
Settings

18:37:89.989 [DEBUG] <— APDU Response (hex): 88a101a56182033818200121582063184ffd14f8541bb18cch9821259864cdB153c8c4a2fa748ect29612¢ff9c022
58208dfdc5d21189dfc357786d1fh3367f153ac18¢98d91bcdbd539aaa467785¢c38ad9608

18:37:89.989 [DEBUG] <— CTAP Status: 8x@8, CBOR Length: 88

18:37:09.913 [DEBUG] —> APDU Command (hex): 8810600007a86a50102020903a50102033818200121582051866ec501a16ebe41334al174e4e950fc3a2ceesee7c83adh
¢71d875c37b4e9e2258284b5a692d5698cf93d36136d6c7a1d9386bb0a1486cecs1d69625866a76c758hbdB658205d595ee756c83d48598443e1f49752e7fc882fF3b265F534d
£52483536a5bb47098460

18:37:09.979 [DEBUG] <— APDU Response (hex):
00a1025830b9884143cf2083003h9194338be97e7295671edfbaf8ecf72869c669d7189fF4493daald3931h708ef13bfd25599d3649000

18:37:89.979 [DEBUG] <— CTAP Status: 8x8, CBOR Length: 52
18:37:09.979 [DEBUG] —> APDU Command (hex): 88108000290aa301020302845820abd6127a3eeb39fcB0d6342a367736e6961dec518e3fdd173817a63b8ad8962100

18:37:09.996 [DEBUG] <— APDU Response (hex):
08a303a1626964696c6T63616c6867737404582049960de5880e8c687434170F6476605h8Fe4aeb9a28632¢7995¢F3bad31d976305619000

18:37:89.9908 [DEBUG] <— CTAP Status: 8x8, CBOR Length: 53

18:37:89.996 [DEBUG] —> APDU Command (hex): 881 10482a18158204 de5880e8c687434170F6476605h8fe4aeh9a28632c7995¢f3ba831d9763030
2845820cf809562e97e4b332c26ceefbe165979h2f29b12a8b2773291ce9aa4c2dB8 600

18:37:16.818 [DEBUG] <— APDU Response (hex): B88a506a362696449746573742d75736572646e616d6569746573742d757365726h646973706c61794e616d65695465
7374205573657207a26269645846dhe513ed34dbcd354hfe265d9992ba72af f33c3e77a6e0511881f058e8¢12cdfB10149960de5888e8c687434170F6476685h8fedaeb9a286
32¢7995cf3ba831d9763f fffff964747970656a7875626c69632d6h657988a5018203262001215820a9¢c0e7a5af1f9f5e0e1ac80d2184919¢9328d333126131f54f9d1b1db
4534462258208d7cec5ebcfcldd851c574beee9e7683a33445F9ac8a4f4ac356e9fd3575a985969010a019000

18:37:16.018 [DEBUG] <— CTAP Status: 0x@, CBOR Length: 228
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