H A TR B S e







WL LT !

o ELF A}
. 2y3amic linker F:Ai;
o [IlE Rant

0



WL LT !

 ELF H:fii
» Dynamic linker Z:AH]
#IH Rant

fEiselr A — /L ELF AR AL

AN Linux | x86-64 tH A4V
o QA5 A A AT DARE BT 0 e Ve !




Background...

(HEVLRSHEIL)


https://github.com/CircuitCoder/ld.meow.so
https://maskray.com
https://jia.je

Background...

(HEVLRSHEIL)

* https://github.com/CircuitCoder/ld.meow.so
* https://maskray.com
» https://jia.je


https://github.com/CircuitCoder/ld.meow.so
https://github.com/CircuitCoder/ld.meow.so
https://maskray.com
https://maskray.com
https://jia.je
https://jia.je

Background...

(HEVLRSHEIL)

* https://github.com/CircuitCoder/ld.meow.so
* https://maskray.com
https://jia.je

LLoad ELF
Link ELF
o 227

PROFIT


https://github.com/CircuitCoder/ld.meow.so
https://github.com/CircuitCoder/ld.meow.so
https://maskray.com
https://maskray.com
https://jia.je
https://jia.je

What could possibly go wrong




Basics

PIE: Position-independent executable

A AN AR B B T




Basics

PIE: Position-independent executable
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e 0x114514(srip) on X86
e auipc on RISC-V
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int meow(int);
meow(1);

|

int (*meow) (1int);
meow = ...;
meow(1l);



Basics

R R R B IR 23a 1T

int meow(int);
meow(1);

|

int (*meow@got) (int);
meow@got = ...;
meow@got(1);
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Basics

* .so/Shared objects = rIFEIT
 .dynamic EXHELE R REE EAYFRAVHIAL
> DT_NEEDED: {<HfifY . so
> DT SYMTAB: FF 53
> Relocation tables
e Kernel #54E PT INTERP FEF LIEB ISR E S
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PT_INTERP...?

B EME Interpreter
$ /usr/lib/ld-1linux-x86-64.s0.2 /usr/bin/ls

 [.oader
e Linker
e (Part of) runtime



Optimization, Self-relocation & Zig

Folklore: “ld.so REJT 02 FwiF”




# ifdef HAVE BUILTIN MEMSET
~ builtin memset (bootstrap map.l info, '\0', sizeof
(bootstrap map.l info));
# else
for (size t cnt = 0; cnt < len; ++cnt)
bootstrap map.l info[cnt] = 0;
# endif

glibc/elf/rtld.c: < dl start>



int meow(int *output, int len) {
for(int 1 = 0; 1 < len; ++i) output[i] = 0;

}

0000000000001150 <meow=>:

1164: e8 c7 fe ff ff call 1030 <memset@plt>
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1s not a dynamic linker, who dynamically links the dynamic
linker?

Self-relocation
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i)z

e 1d.so

« LD PRELOAD
e libc.so

* application

Also somewhere: vDSO



# On targets without  builtin memset, rtld.c uses a hand-
coded loop

# in dl start. Make sure this 1isn't turned into a call to
regular memset.
ifeq (yes,$(have-loop-to-function))

CFLAGS-rtld.c += -fno-tree-loop-distribute-patterns
endif

glibc/elf/Makefile
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linker 1s -11 /lib/ld-mus1-x86_64.s0.1
lrwxrwxrwx 1 root root 25 Mar 2 19:37 /lib/ld-musl-x86_64.s0.1

->

linker ln -s /lib/ld-musl-x86_64.s0.1 /tmp/ldd
linker /tmp/ldd /tmp/ldd
/tmp/ldd (Ox7fbade552000)
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What about MUSL?

linker 1s -11 /lib/ld-mus1-x86_64.s0.1
lrwxrwxrwx 1 root root 25 Mar 2 19:37 /lib/ld-musl-x86_64.s0.1

->

linker ln -s /lib/ld-musl-x86_64.s0.1 /tmp/ldd
linker /tmp/ldd /tmp/ldd
/tmp/ldd (Ox7fbade552000)

glibc 1d.so + musl libc &L
glibc 1dd + musl binary &=%ELE

musl ldd + glibc libc?



if (find sym(&temp dso, " Llibc start main", 1).sym &&
find sym(&temp dso, "stdin", 1).sym) {
unmap Llibrary(&temp dso);
return load library("libc.so", needed by);

musl/ldso/dynlink.c
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e fn meow();
meow () ;



Zig
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o fn meow();
meow () ;

e vVar meow: ucd = 0;



Zig

eyl =] — .
- I

“Free-standing”: JF ~™MKHi libe, FnEEBEREEIL syscall S,

o fn meow();
meow () ;

e vVar meow: ucd = 0;

e const meow: [*]u8 = "Meow-meow";



So far...
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So far...
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Next up: Kernel 45 7 #1147




AUX vector
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AUX vector

PNIAZAR Y B T
{ argc, argv, envp, aux }

struct aux t {
size t a type;
size t a val;

}



AUX vector
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AUX vector

PIRZAS Y B T

{ argc, argv, envp, aux }

AT BASE: Interpreter A&k

AT PHDR: FIF'#2% Program header Ziik
AT_EXECFN: F P FEFERIZ

AT EXECFN SYSINFO EHDR: vDSO ELF header Hulk:

$ /usr/lib/1ld-1inux-x86-64.s0.2 /usr/bin/1ls



o FIl: aux AT BASE B{F¥ ehdr start

« HFPREFrIREFREH ANE,. HPERrr{£r e/ Interpreter
Efa



o JLHl: aux AT BASE BK#F  ehdr start

« HFPREFrIREFREH ANE,. HPERrr{£r e/ Interpreter
H

* DYNAMIC fF5%5[A] .dynamic BXH4A




o FJl: aux AT BASE B
e HPREFAIREFREE CINE, HIABEFRIZARERE

H
e DYNAMIC fF 545

fRYE DYNAMIC FMJE

~_ehdr _start

B

Al .dynamic EXH

CHER] PASERY Self-relocations

Interpreter



P

PT LoAD: N#E{—3 )L ELF N AEFIAFHE (Segment)




P

PT LoAD: N#E{—3 )L ELF N AEFIAFHE (Segment)

e offset, vaddr
o file size, mem size
» flags




P

PT LoAD: N#E{—3 )L ELF N AEFIAFHE (Segment)

e offset, vaddr
o file size, mem size
» flags

AT IXEAE AR — e 2 TN 5THY




X 5%

Fvim 5 o -
e offset AXFTF: MRE HH SR AV PN AR H A btk
* mem size FAFF: BRETHSRAYNE I H A B
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X 5%

NI

e offset AXIFF: MLGTHISRAY A HIE A Bk

* mem size PXFF: BRI HSRAYN A G HA Bk

®* mem size > file size: %;%W(K mmap. —‘W%fiﬁ{q:, —IR
anonymous, | SIG g

o NJE: FEFETSRE LIANS, (.bss)

HERIGHE? \i AR IE?
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One more thing...

[b17 61)7 [b27 62>> A [bn7 en)
* mmap [b;,€;)
* mmap |by, €5)

static int meow = 0;
meow = 1;

4

mov $0x0, 0x114514(%rip)



One more thing...
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One more thing...

[b17 61)7 [b27 62>7 S0 [bn7 6n>

* mmap [by,e;), TFEIEIL
* mmap [by,e5), 1#FH MAP_FIX NOREPLACE

EEXIST



One more thing...

[b17 61)7 [b27 62>7 S0 [bn7 6n>

* mmap [by,e,), 12|
* munmap |eq,e€, )
* mmap [by,e5), fHF] MAP_FIX NOREPLACE



It works!
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It works!

QAR 2R ERY a.out HOHI b.so, b.so JLfRH, IMLERN XA DAE RN
177!
B EIZAT— MEH libe RIS ...

libc.so 1s very special



Meanwhile...

class VeryInnocentClass {
VeryInnocentClass() {
prints("Hi");
}
~VeryInnocentClass() {
prints("Bye");
}
}



Meanwhile...

class VeryInnocentClass {
VeryInnocentClass() {
prints("Hi");
}
~VeryInnocentClass() {
prints("Bye");
}
}

static VeryInnocentClass meow;



DT _INIT / DT_FINI
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DT _INIT / DT_FINI

Also DT_INIT_ARRAY, DT_FINI_ARRAY

o INIT EERAH P RET Z T
* FINI 75 Z“PRUEAEIR tH A I Be A T

atexit, Al libc 5



DT _INIT / DT_FINI

Also DT INIT _ARRAY, DT FINI ARRAY
o INIT FHRBA IR 28T

o FINI FHEERUETEIR H AR T
atexit, fl libc 85

e attribute ((constructor))
e attribute ((destructor))



Itanium ABI

https://itanium-cxx-abi.github.io/cxx-abi/abi.html#dso-dtor

extern "C" int cxa atexit ( void (*f)(void *), void *p,
void *d );

Destructor £ .init / .init array F{EAf,


https://itanium-cxx-abi.github.io/cxx-abi/abi.html#dso-dtor
https://itanium-cxx-abi.github.io/cxx-abi/abi.html#dso-dtor

Itanium ABI

https://itanium-cxx-abi.github.io/cxx-abi/abi.html#dso-dtor

extern "C" int cxa atexit ( void (*f)(void *), void *p,
void *d );

Destructor £ .init / .init array F{EAf,

volid* dso handle = &handle;


https://itanium-cxx-abi.github.io/cxx-abi/abi.html#dso-dtor
https://itanium-cxx-abi.github.io/cxx-abi/abi.html#dso-dtor

Finally...
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Finally...

A AP TZE R Z A C++ BYFRHS T ...
A H libc?

thread local int errno;



Thread-local storage



Thread-local storage

Thread control block + TLS



Thread-local storage

Thread control block + TLS

o TLS FIINAFHERFHRAVEHE:: TPOFF, AN —EREL
__tls get addr

* pthread create() I, FHEH7THC TLS Z2H: 752 1d.so AL &,

o TLS FHRIRSIRTELE 1d.so #IEa LN Ytk == [A 4 : interp A
libc ~EEE AR XA,




R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 TPOFF64

R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 GLOB DAT
R X86 64 GLOB DAT

~dl argv@GLIBC PRIVATE + 0O

~dl find dso for [...]@GLIBC PRIVATE + 0O
~dl deallocate tls@GLIBC PRIVATE + 0

~dl signal error@GLIBC PRIVATE + O

~dl signal exception@GLIBC PRIVATE + 0
~dl audit symbind alt@GLIBC PRIVATE + 0
~_libc dlerror result@@GLIBC PRIVATE + 0O
~dl rtld di serinfo@GLIBC PRIVATE + 0
~dl allocate tls@GLIBC PRIVATE + 0

~dl catch exception@GLIBC PRIVATE + 0
~dl allocate tls init@GLIBC PRIVATE + 0O
~dl audit preinit@GLIBC PRIVATE + ©
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Conclusion

N T E—"TAER ELF Dynamic linker, RFFZ:
o SLII— libc

e STHl— pthread

o TEgMIFATTU G ]

—/NATLAER) ELF Dynamic linker B PASEEIAY 2
» 7% Free-standing C
o ZZAZFF Free-standing C++



Question time!
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https://github.com/CircuitCoder/ld.meow.so
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