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The usual bla, bla, bla ... v ES oinek

E N Z | A N Systems @ ETH zivicn

, SOMETUING
« Moore’s law @

« Dennar scaling, physical limits
« Multicore
- GPU, TPU, FPGA

 Data centers and the cloud

H W

WHATEVER

» Corollary: Hardware is changing really fast
(because they do not know what to do with the
transistors) \

 —
TIME

(courtesy Gustavo Alonso)

ETH:zurich TUNA Tunight 2023 18.03.23 5



Challenge for systems software research

Feasible hardware design space

Scope of most systems
software researxh

Available COTS \ f
hardware

Specialized product
hardware designs

ETHzirich TUNA Tunight 2023
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(4]
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Challenge for systems software research

ETHzirich

Feasible hardware design space

<ds
(4

ENZIAN

TUNA Tunight 2023

/

cialized product
dware designs
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Systems @ ETH zivicn
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The Vision

Lots of
network
bandwidth

A realistic mid-

range server
machine

ETHzirich

NVMe, PCle

1r

Large
server-class
SoC

v

Lots of DDR

Native
Coherence

TUNA Tunight 2023

NVMe, PCle

1r

High-end
FPGA

v

Lots of DDR

)
ve ES binrk

E N Z | A N Systems @ ETH zivicn

Lots of
network
bandwidth
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The Reality
50-60GB/s 50-70GB/s
4x100Gb/s
4xDDR4 Or
4xDDR4 512GB @ 2133
128GB @ 2133 64GB @ 2400 16x25Gb/s
G G QSFP28
2x40Gb/s crd <_> ——
— m— QSFP28
ThunderX EC/ XCVU9P
— QSFP28
L I 1 R (A (51 | T
D 2021 achieved
AXSATA3 an throughput: FMC
Q1|2 2260ss
PClexd |<— 80) _‘> PCle x16
NVMe x4 o 16GB/s
z:,/:\\:e X: > NVMe xa
— 4GB/s
eATX Board

ETHzirich

TUNA Tunight 2023

)
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So far we have 9 working machines (5 more in testing)

2 x ThunderX
40Gb/s Ethernet

Baseboard
Management
Controller

4 x FPGA QSFP28
(16 x 25Gb/s)

FPGA PCle 16x

ThunderX PCle 8x

FPGA FMC
connector

ETHzirich

ENZIAN3

b == —
3 :'/i——-—;—-\\\
S z
RN =—
S
= — X
: 'I'\ — .‘__:)
‘_:_: . \\ 3 N : B
——
=
|
TUNA Tunight 2023

s
[ ]
E N Z | A N Systems @ ETH zivicn

2 x ThunderX DDR4 DIMMs
3 x ThunderX NVMe

Marvell Cavium CPU
ThunderX-1 CN8890-NP

4 x ThunderX SATA
2 x ThunderX DDR4 DIMMs
2 x FPGA DDR4 DIMMs
Xilinx XCVU9P FPGA

2 x FPGA DDR4 DIMMs

18.03.23

DINFK

10
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ENZIAN
ETHziirich
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4

ENZIAN
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urning

on computers is h

N
Psu_pHRGO0D P 0N
) v I
( PWR_OK PS_ON \
ERP2U 750W Baseboard Power (ATX 24 pin) ERP2U TSN
V3 (xd) 12V4 (x2) 5VS3 (x1) 5V (x4)
T:axt l
2a up sv psup
sva_psup o rs sapsr | (svpeup
I
e J<
s e |« i
EneTAvC FReh J«, | v
ENAGTVECAUK.L ISPPAC
EnNGeaATR .| | POWR1220A
‘> BMC EN_VCCINTIO_BRAM_FPGA |
ENNGTATT FPEA
R
BsEE
/MCP1824TJ EN_VDD_DDRFPGAI3 |«
B
| asFp e
= svase. pup
- Vb coREEN ¢
Vo_oeT N1 ¢ i
ER
ENLvD9_DBRCPUTS e
EN_VD0_DORGPUZE ¢ S
POWR1220A
L/ pele

ard...

ERP2U 750W
CPU 1 Power (8 pin)
12V2(2)  12V3b (x2)

12V_CPU1_PSUP

EN_VCC1VA_FPGA

EN_UTIL_3v3

EN_MGTAVTT_FPGA

<ds
(4]

ENZIAN

[ EnvAoLva_FRGA

[ENLVGGINTIO_BRAN_FPGA

SV_PSUP
uTiL_3va g p

MAX15301 MAX15301
SYST2VENEY BEus 0x12 PMBus 0x15
Svs_2vs 24
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VDD_CORE
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E.Vo0 06T
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205 CPUZE
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MGTAVCC_FPGA

v
[ mAx20751
™ aeus oxr0

VCCINT_FPGA

| EN_VCCINT_FPGA |

EN_SYS_2V5 24

EN_SYS_2V5_13
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VIT_DDRFPGA13]  VTT_DDRFPGA24

svsve
i : L . !
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PLLs
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VCU9P
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|
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(L12vi @)
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CPU 0 Power (8 pin)
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ETHzirich

CPU DDR

{/DD_DDRFPGA13. VDD_DDRFPGA13!
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BEus 0xd0

e
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PMBus Ox41
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(EN_VDD_DDRFPGA2S |

FPGADDR

FMC
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... and we need a more systematic approach! iy ni;i DINFK
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- 3 SMT ‘

- 15| E= 22l Solver

b wON -

» We can derive sequences efficiently (< 10s)
 Works on real hardware

* More confidence in power-up sequences

» Basis for rigorous specification of correct behavior

Jasmin Schult, Daniel Schwyn, Michael Giardino, David Cock, Reto Achermann, and Timothy Roscoe. 2021. Declarative Power
Sequencing. ACM Trans. Embed. Comput. Syst. 20, 5s, Article 84

ETH:zurich TUNA Tunight 2023 18.03.23 14



What is firmware?

<ds
(4]
ENZIAN

* Firmware: a class of software that provides low-level control for a device’s hardware
— Provide services in the form of actions on resources

ETHzirich

App App App App i [ | End-user [ ] PaaS Vendor i
. [1 Hardware Vendor I
! Legend
OS Kernel OS Kernel
FPGA FPGA FPGA FPGA
Hypervisor App App App App
CPU Secure Monitor FPGA Shell
BMC Software

]

TUNA Tunight 2023

Systems @ ETH zivicn

18.03.23
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What is a firmware protocol?

<ds
(4]
ENZIAN

« Firmware protocol: semantics of how to access firmware resources
— From different places in the system

ETHzirich

App App App App i [ | End-user [ ] PaaS Vendor i
. [1 Hardware Vendor I
! Legend
OS Kernel OS Kernel
FPGA FPGA FPGA FPGA
Hypervisor App App App App
CPU Secure Monitor FPGA Shell
BMC Software

]

TUNA Tunight 2023

Systems @ ETH zivicn
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What is a firmware protocol?

« Firmware protocol: semantics of how to access firmware resources

— From different places in the system

ETHzirich

<ds
(4]
ENZIAN

App App ‘ App App i [ | End-user [ ] PaaS Vendor i
. [ Hardware Vendor I
! Legend
OS Kernel ‘ OS Kernel

| FPGA FPGA FPGA FPGA

’-Iypervisor App App App App
------------------ A . N -

/_OKU Secure Monitor FPGA Shell

]

TUNA Tunight 2023

Systems @ ETH zivicn
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What is a firmware protocol?

<ds
(4]
ENZIAN

« Firmware protocol: semantics of how to access firmware resources
— From different places in the system

ETHzirich

App App App App i [ | End-user [ ] PaaS Vendor i
. [1 Hardware Vendor I
! Legend
OS Kernel OS Kernel
FPGA FPGA FPGA FPGA
Hypervisor App App App App
CPU Secure Monitor FPGA Shell
BMC Software

]

TUNA Tunight 2023

Systems @ ETH zivicn
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What is a firmware protocol?

<ds
(4]
ENZIAN

« Firmware protocol: semantics of how to access firmware resources
— From different places in the system

ETHzirich

App ﬁp.p\\ App App i [ 1 End-user [ ] PaaS Vendor i
SN ' [ 1 Hardware Vendor !
N ! Legend
OS Kernel BS\KerneI
FPGA FPGA FPGA FPGA
Hypervisor App App App App
CPU Secure Monitor FPGA Shell
AN
Moftware

[Power Control] [ Platform Security ] [ Firmwm Telemetry ] [Tenancy Control ]

]

TUNA Tunight 2023

Systems @ ETH zivicn
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What is a firmware protocol?
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« Firmware protocol: semantics of how to access firmware resources
— From different places in the system

ETHzirich

App App App App i [ | End-user [ ] PaaS Vendor i
. [1 Hardware Vendor I
! Legend
OS Kernel OS Kernel
FPGA FPGA FPGA FPGA
Hypervisor App App App App
CPU Secure Monitor FPGA Shell
BMC Software

]

TUNA Tunight 2023
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What is a firmware protocol?

« Firmware protocol: semantics of how to access firmware resources

— From different places in the system

ETHzirich

<ds
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ENZIAN

App App App App i 1 End-user 1 PaaS Vendor i
. [ 1 Hardware Vendor I
: Legend
OS Kernel os kernel = | .
FPGA FPGA FPGA FPGA
Hypervisor App App App App

TUNA Tunight 2023

Systems @ ETH zivicn
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What is a firmware protocol?
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« Firmware protocol: semantics of how to access firmware resources
— From different places in the system

ETHzirich

App App App App i [ | End-user [ ] PaaS Vendor i
. [1 Hardware Vendor I
! Legend
OS Kernel OS Kernel
FPGA FPGA FPGA FPGA
Hypervisor App App App App
CPU Secure Monitor FPGA Shell
BMC Software

]

TUNA Tunight 2023

Systems @ ETH zivicn
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Existing firmware protocols — UEFI/ACPI v ES oinek
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UEFI Tables E ACPI Software E Hardware
UEF] | |
System Table ) ! o . i
> Active Consoles ! Root System Description Pointer !
»  UEFI Boot Services Table : > RSD PTR E
! XSDT u |
UEFI Boot Services > DXE Services Table - E —‘ E
__________________________ U NP S |_> ! > GPx_BLK
: - : Extended System Description Table :
UEFI Runtime Services > Version Information ! —| ! > PM2x_BLK
UEE B Semiees Tl E L Fixed ACPI Description Table E | PM1x_BLK :|
: . | BLKs :
Variable Services i s i i /O Port Registers
» | Real Time Clock Services | DSDT —‘ |
Reset Services E E
! Differentiated System Description Table !
E Differentiated Definition Block E
System Configuration Table ! ] !
ACPI Table 5 ; OEM-Specific
> SMBIOS Table ; 5 R Device I/0
. N ! , : Device Memory
DXE Services Table : ACPI Driver | y PCI Configuration
i Embedded Controller

ETH:zurich TUNA Tunight 2023 18.03.23 17



UEFI
System Table

UEFI Tables

Active Consoles

\ 4

UEFI Boot Services Table

\ 4

UEFI Boot Services

DXE Services Table

Existing firmware protocols — UEFI/ACPI

ACPI Software

Root System Description Pointer

"RSD PTR "

XSDT

Rigid, CPU-centric design for x86 PCs
Complicated and limiting format (ASL/AML), difficult to

examine and experiment with

“The wild west” OEM extensions approach

System Configuration Table

ACPI Table

SMBIOS Table

\ 4

ETHzirich

DXE Services Table

Differentiated System Description Table

Differentiated Definition Block

<ds
(4]
ENZIAN

Hardware

Systems @ ETH zivicn

OEM-Specific

ACPI Driver |

TUNA Tunight 2023

Device I/0
Device Memory
PCI Configuration

Embedded Controller

18.03.23

DINFK
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Existing firmware protocols — IPMI

<ds

ENZIAN

(]

Satellite Controller

FRU

Power Control

Sensors

Systems @ ETH zivicn

Power Control

Sensors

Power Control

Sensors

_____ Ethernet Serial - e

: Connector Connector L

i PCle Slots o

| Network : i | FRU

i Non-volatile Storage Vo

| Controller b

i = I b Power Control

: | Baseboard o

E Serial Management 5 Regulators L Sensors

: Multiplexer Controller L ,

: (BMC) | | ' Chassis Front-panel

i ! i ___________________

i Serial —— Sensors & Fans o

! Controller L

| — |

; Memory FRU TPM FRU " |Redundant PSU

| CPUO CPU1 Power Control Power Control I ——

i Sensors Sensors | i

' Motherboard " | Redundant PSU
ETHzirich TUNA Tunight 2023

18.03.23
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Existing firmware protocols — IPMI e niji DINFK

E N Z | A N Systems @ ETH zivicn

Ethernet . Serial
Connector Connector

PCle Slots

Netw(

Cont BMC-centric out-of-band management

No unified programming model
“The wild west” OEM extensions approach
- Worse than ACPI, since message types not

enumerable

Controller eNSOrs & Fans | i Power Control |

— = |

b Sensors .

Memory FRU TPM FRU | 1Redundant PSU :

CPUO CPU1 Power Control Power Control e — :

Sensors Sensors i i Power Control i

. Sensors i

Motherboard . 'Redundant PSU !

_________________________________________________________________________________________________________________________________

ETH:zurich TUNA Tunight 2023 18.03.23 18



Existing firmware protocols — SCMI

ENZIAN

Protocols

Protocols

Transports

Transports

__________________________________

 Device :
Device :] ﬂ

i Telemetry i i —;—
- DR
| SCMI

ETHzirich

__________________________________

.................................

Transports

Protocols

TUNA Tunight 2023

<ds
(4]

Systems @ ETH zivicn
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Existing firmware protocols — SCMI e ni; DINFK

E N Z | A N Systems @ ETH zivicn

_______________________________________________________________________________________________

PSCI

Targets SoC platforms with clear role delegations
Relatively new (2017) thus few adopters

- Little documentation, restrictive access
Requires mapping from resource ID to actual resource
- Device tree model on Linux

o __i Device ! i Platform Controller i
iDevice 710 1 isom |
' Device T I v i
! J b B Transports |
i Telemetry w0 ]
R | Protocols ]
| sem 1 :

ETH:zurich TUNA Tunight 2023 18.03.23 19



Existing firmware protocols — DMTF Redfish e n’—; DINFK
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i Client i
i HTTP GET /redfish/v1/Systems/CS_1/Processors/2 HTTP/S |
: W :
________________________________________________________ \_\_______________________________- ]|
I T IE T TTTIT I, JSON | [------ .
. ~ :
" | /redfish/vl — :
! — Processors :
: Root i
| /redfish/v1/Systems - Memory |
| Tasks — Logical View — _ Compute :
E Sessions N NICs i
| Accounts T |
i /redfish/v1/Chassis Elgiiar :
: Events . , |
! — Physical View { |
: - Thermal i
E Regrstries Platform & Hardware |
: Management i
i Schemas /redfish/vl/Managers Log service i
i —  Management Hierarchy ~|: l
: NW protocol l
' Redffish Service :

ETH:zurich TUNA Tunight 2023 18.03.23 20



Existing firmware protocols — DMTF Redfish e niji DINFK

E N Z | A N Systems @ ETH zivicn

iC/ient i
i HTTP GET /redfish/v1/Systems/CS_1/Processors/2 HTTP/S |
: DES :
________________________________________________________ D e e il ______|
N
e S JSON | (------
N
/redfish/vl -

- Processors

Designed for managing datacenter components (servers,
etc.) out-of-band
Good namespace design, mandatory schema

Closely coupled with HTTP/JSON, built-in encryption, etc.
Difficult to implement reliably

/redfish/v1/Chassis Power
Events . ,
— Physical View {
— Thermal
Registries Platform & Hardware
Management
Schemas /redfish/v1/Managers Log service
—  Management Hierarchy {
NW protocol
Redfish Service

ETH:zurich TUNA Tunight 2023 18.03.23 20
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. . . 0
Requirements for a suitable firmware protocol EN‘aZiN n’—; D INFK
for Enzian )

Recall that Enzian is a research heterogeneous system...

ETH:zurich TUNA Tunight 2023 18.03.23 22



: . . ()
Requirements for a suitable firmware protocol EN'Z:N n’; DINFK
for Enzian

Recall that Enzian is a research heterogeneous system...

Extensible

Organised and discoverable

Modular and composable

Simple to implement

Inspectable
Usable

ETH:zurich TUNA Tunight 2023 18.03.23 22




. . . 0
Overview — Enzian Firmware Resource Interface ve S pinrk
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Synchronous
D Stateless RPC ¢ay  with async
extension
\/ Shared actions - Hierarchical
on resources ===  namespaces
. Symmetric
</>| Schema-based ) client/actor
—  model

ETH:zurich TUNA Tunight 2023 18.03.23 23



<ds

Namespacing and Resource Discovery &0

ENZIAN

» Firmware Resource Names (FRN)

ETHzirich

Namespace: ::telemetry: platform:rails:BMC_VCC_3V3:voltage

— -

subsystem topology

Action: get @Qplatform:rails:BMC_VCC_3V3:voltage

> telemetry
> power
»  config
> time

~~ ~-
name FRN

» 12V_CPU@_PSUP
> platform —» rails —

> BMC_VCC_5V
> cpu

> BMC_VCC_3V3
> fpga

l

get@latform:rails:BMC_VCC_3V3:voltage

TUNA Tunight 2023

Systems @ ETH zivicn
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Symmetric Client/Actor Design

« Every hardware component in the system can be both a client and an actor

ETHzirich

Performance Telemetry

Access Logs

OSPM (e.g. shutdown)

o e en s e e en e e e en en en e e en en en e e en en G e e en e e = -

Performance Telemetry

Tenant Management

Firmware Management

Platform Telemetry Time Synchronisation Security
Platform Configuration NVRAM Hardware Topology
BMC
TUNA Tunight 2023

<ds
(4]
ENZIAN
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Security and Virtualisation (WIP)

« Attack model: trust all forwarding agents along the way a request traverses

— Permission check happens along this route

ETHzirich

<ds
(4]
ENZIAN

VM#1 VM#2 VM#3
/
Req: unload
y 3
Hypervisor App#1 App#2 App#3
I
Req@\V/NI#3: unload VIM.id == .owner.id?
\
CPU EL3 (ATF) FPGA Shell
\ /

BMC

TUNA Tunight 2023

Systems @ ETH zivicn
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Asynchronous Event Mechanism (WIP) v ES oinek

E N Z | A N Systems @ ETH zivicn

» Default synchronous due to in-band nature
— Asynchrony useful for slow or periodic requests
— Eliminates protocol overhead to generate request

ETH:zurich TUNA Tunight 2023 18.03.23 27



Asynchronous Event Mechanism (WIP)

Client

Actor
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Reference implementation overview iy ni; DINFK
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———————————————————————————————————————————————————————————————————————————————————————————————————————————

‘CPU - BMC |
i Linux i i Linux i
| User application —— o EFRI service | |
| R libefri.so L Endpoint Q’LWI\ Enzian Power |
l A}O o ﬂ = ( Management |
| . L Service |
| o ] |
: effi-rawko < ——» esmc-mailbox.ko o Transport & wire |
| o o e |
i x ! 1 % v |
i Arm Trusted Firmware UART i UART xuartps.ko i2c.ko i
Host machine
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» Generate boilerplate code from YAML schema

i Schema |
i Platform-agnostic Platform-specific
|
)
| Value types Shared resource types
|
)
)
E Common actions Endpoint definitions
| m
)
: Common endpoint types Metadata Plugin for
)
: structured data
S Validation —
Codegen
(Un)marshal / Validation Endpoint Implementation Database
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Implementation on the CPU

FRN @

Action @

Role: ROLE_REQUEST

Num_args: 2

Arg[0]

Type: EFRI_TY_ERROR

Val: 0

Arg[1]

Type: EFRI_TY_RPM

Val: 300

Auxilliary data

"platform:fans:CASE_FAN_O:rpm"

getll

1

ETHzirich
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User application

copy_from_user

| eTri-raw.

libefri.so
o
L ailbo! .
ko |43 esmc-mailhovka |
o>~ Shared -
memory [
Arm Trusted Firmware

==EFRI== => platform:fans:CASE_FAN_O:rpm get \n
N s N

v
request preamble

"

-~
FRN

action

Systems @ ETH zivicn
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==EFRI== <= platform:fans:CASE_FAN_O:rpm get Error$0 Rpm$300#RPM \n
~ S \ J/ A -~ N\ /

response preamble
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FRN

Action

Role: ROLE_REQUEST

Num_args: 2

Arg[0]

Type: EFRI_TY_ERROR

Val: 0

Arg[1]

Type: EFRI_TY_RPM

Val: 300

Auxilliary data

"platform:fans:CASE_FAN_O:rpm"

getll

+1
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User application

o

copy_from_user

% lrQaiIboi

| eTri-raw.

_____________

PSCI client for power-off!
DRAM parameters, etc.

v
request preamble

==EFRI== => platform:fans:CASE_FAN_O:rpm get \n
N s N

-~
FRN

action
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==EFRI== <= platform:fans:CASE_FAN_O:rpm get Error$0 Rpm$300#RPM \n
- ~ Y, \ , N ~ — ~ )

response preamble
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Implementation on the BMC

Read Request

v

Unmarshal Request

v

Select FRN

v

Validate Request

v

Invoke Action

v

Validate Response

Endpoint
Impl.
Database

v

ETHzirich

Marshal Response

v

Write Response
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——————————————————————————————————————————————————————

'BMC
i Linux
| EFRI service
l B Endpoint N Enzian Power
| T : r<L DBus Management
i Service
: Transport & wire
| X%,
[ | Nor *
L xuartps.ko i2c.ko
/| UART
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Experiments Platform W = DiNFk

* Enzian v3 “zuestoll” o = o —— ,

— ThunderX-1, Zyng-7000 BMC R ' =i
haosd’ ; e\ O]
* 115200 8n1 for the serial link ool =y == A

» Toolchain: i ;
B N ,

— Schema compiler generates ATF and BMC e 2 Ny
code e |

|
D
L)
/7
Fiiiit
|
1
|
i l
\Q
N>

— OpenBMC + Python 3 L
— ATF codebase version unknown (from

Cavium) ¢ e
. . ,- N i__.:{ ‘ :l:m ¥ =
« Codebase augmented to collect timestamps at | el = AN\ |
various stage of processing fg = A\
gg ———
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list@bmc:benchmark::Is_40
list@bmc:benchmark::Is_35
list@bmc:benchmark::Is_30
list@bmc:benchmark::Is_25
list@bmc:benchmark::Is_20
list@bmc:benchmark::Is_15
list@bmc:benchmark::Is_10
list@bmc:benchmark::1s_5
get@platform:rails:BMC_VCC_3V3:voltage

BMC-read_req
BMC-unmarshal_req
BMC-invoke_action
BMC-marshal_resp
BMC-write_resp

BMC-flush
get@bmc:benchmark::datasource CPU-smc
put@bmc:benchmark::datasource ‘ CPU-ioctl

I 1 1 1 1 1 1 1
0 10000 20000 30000 40000 50000 60000 70000

Time (us)
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list@bmc:benchmark::Is_40
list@bmc:benchmark::Is_35
list@bmc:benchmark::Is_30
list@bmc:benchmark::Is_25
list@bmc:benchmark::Is_20
list@bmc:benchmark::Is_15
list@bmc:benchmark::Is_10
list@bmc:benchmark::Is_5
get@platform:rails:BMC_VCC_3V3:voltagg

BMC-read_req
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Time (us)
==EFRI== => bmc:benchmark: :datasource get\n 42 vs 52 bytes

==EFRI== => bmc:benchmark: :datasource put Rpm$5#RPM\n
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list@bmc:benchmark::Is_40
list@bmc:benchmark::Is_35

- Wire format transmit/receive has large overhead
- Can be mitigated by increasing baud rate d req
- Can be mitigated by using a more compact format imarshal_req
(e.g. do not directly encode FRN but use GUID) oke_action
- CPU/BMC processing time negligible arshal_resp

) . . . ite_resp
get@platform:y - Real-world action still the most time consuming b

get@ - e.g. read I2C over D-Bus c
put@® 0 TS O e ool
0 10000 20000 30000 40000 50000 60000 70000
Time (us)
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« Measure LOC changes for implementing a specific firmware feature
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« Measure LOC changes for implementing a specific firmware feature

CPU power-down

User app: 22

Codegen Schema: 8

Endpoint Backend: 36 Backend: 10 Validation: 1
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« Measure LOC changes for implementing a specific firmware feature

CPU power-down Power rail telemetry

- Common tasks possible within 100 LOC changes
- Largest code addition:
- behaviour of new resource & client logic
- Changes are modular and non-repetitive
- Thanks to the generative approach

User app: 20 Loader Plugin: 17

Codegen
— O ibeme . o Rarkend- 4
Endpoint Backend: 36 Generated EIDB: 10 Endpoint Backend: 36 Generated EIDB: 476
ETH:zurich TUNA Tunight 2023 18.03.23
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Future work ve S pinrk
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« Better CPU-side API & libraries, language support, etc.
— Upper EFRI kernel module now exposes argspage to userspace

« Better integration of benchmark framework into base protocol
— For more predictable time estimation in-vivo
— Important for cross-source profiling

* Asynchronous Event Mechanism implementation
« Security Model implementation
» Explore FPGA-side operation with EnzianShell

« Expand the use-case horizon: implement more services

ETH:zurich TUNA Tunight 2023 18.03.23 39



Conclusion

ETHzirich

A better firmware protocol for
heterogeneous systems

EFRIis...

A future where...

TUNA Tunight 2023

()
ve ES binrk
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Industrial standards aren’t bad, they are
designed for a different problem

Practical to implement
Easy to extend
Acceptably performant

EFRI is the common substrate of
heterogeneous platforms and applications
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E A better firmware protocol for Industrial standards aren’t bad, they are
q — E heterogeneous systems designed for a different problem

0 Practical to implement

'.' EFRIis... Easy to extend

Acceptably performant

EFRI is the common substrate of

[EEE
S-=_ Afuture where... heterogeneous platforms and applications

Questions?
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Full project report available open-access through the ETH-Bibliothek
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Global sequence
diagram for client
iInvocations

ETHzirich

ELO EL1 EL3
user app efri-raw esmc-mailbox ATF BMC
| | | | |
| I | | I
| | I |
| I I I I
| I I I I
probe
| I } g I
| I I I I
| I | UUID, Version I |
| | et ] |
I ! | post argspage ! l
[ | | >l |
| | I I I
| | | success | |
| | [ 7 |
| | } } I
| | | | | |
client invoke J | | | |
| | I I I
I joctl("/dev/efri0") I l l l
I g I I I
| I I I I
| | mailbox send _ | | |
| I I
| I I : I I
invoke
| I } Pl I
| I I I I
| | | | ASCII request |
| | I [ 1
| | I I I
| | | lq - - ASClesponse
| | I I
| I I I
| | i 1
| I ™ tty I I
| L m3IEOx ot _ | |
| I I
| ioctl return I I
I
|

Q”
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Implementation breakdown for power rail telemetry o4

Schema definitions

actions:
put: &put
name: put
args: [p]
retval: [err]
get: &get
name: get
args: []
retval: [err, TI]
aliases:
rw: &rw [*put, *get]
ro: &ro [*get]

ETHzirich

s
E N Z | A N Systems @ ETH zivicn

DINFK

power_rail: &power_rail
actions: *ro
impl: datasource-dbus-power
class: [platform, rails]
subsystem: telemetry
rail_voltage: &rail_voltage
name: voltage
type: voltage
<<: *power_rail
rail _current: &rail_current
name: current
type: current
<<: *power_rail

TUNA Tunight 2023 18.03.23
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Implementation breakdown for power rail telemetry o4

Codegen backend

ETHzirich

S Ok W N e

10
11

12
13
14

E N Z | A N Systems @ ETH zivicn

def gen_ep(ep: Endpoint):

if ep.impl.startswith('datasource'):

ds_common = f'"{frn}", {ep.type.name.capitalize()}, {actions}'

if 'dummy' in ep.impl:
ep_impl = f'DummyDataSource({ds_common}, readonly={"ro" in
< ep.impl})’

elif 'dbus-power' in ep.impl:
# ep should have device and monitor properties set
assert hasattr(ep, 'device') and hasattr(ep, 'monitor'), \

'datasource-dbus-power requires device and monitor set'

ep_impl = f'DBusPowerDataSource({ds_common}, "{ep.devicel}",
— "{ep.monitor}")'

else:
assert False, 'unknown datasource impl ' + ep.impl

TUNA Tunight 2023 18.03.23
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Implementation breakdown for power rail telemetry e K= binek
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Endpoint implementation database

i FRN_EP_MAP["platform:rails:VDD_DDRCPU13:voltage"] =

— DBusPowerDataSource("platform:rails:VDD_DDRCPU13:voltage", Voltage, [
ActionDesc("get", 0, 2),
ActionDesc("subscribe", 2, 1)

], "pac_cpu", "VMON9")

FRN_EP_MAP["platform:rails:VDD_DDRCPU13:current"] =

— DBusPowerDataSource("platform:rails:VDD_DDRCPU13:current", Current, [
ActionDesc("get", 0, 2),

7 ActionDesc("subscribe", 2, 1)
], "ina226_ddr_cpu_13", "CURRENT")

ok W N

ETH:zurich TUNA Tunight 2023 18.03.23 46



Implementation breakdown for power rail telemetry e K= binek
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Endpoint backend

E_DBUS = TypedValue(Error, 6) # EFRI_INTERNAL_ERROR
class DBusPowerDataSource(DataSource):
Q@classmethod
def _get_service(cls):
return dbus.SystemBus() .get_object('systems.enzian.Power',
«» '/systems/enzian/Power')
def get(self):
try:
raw_val = self._get_service().read_device_monitor(self.device,
— self.monitor)
9 except dbus.DBusException:
10 return E_DBUS, None
11 return E_OK, TypedValue(self.ty, raw_val)

Uk W N

N O
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Implementation breakdown for power rail telemetry

Userspace application

ETHzirich
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10
11
12
13
14
15
16
17
18
19
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#include "libefri.h"

int main(int argc, char *argv([]) {
int fd = open("/dev/efri_rawO", O_RDWR);

// fill argspage

struct efri_raw_invoke_msg msg;
efri_frame_t *frame = &msg.frame.frame;

char *cur = msg.frame.aux;

frame->frn = push_string(msg.buf, &cur,
— "platform:rails:BMC_VCC_3V3:voltage");

frame->action = push_string(msg.buf, &cur, "get");

frame->role = ROLE_REQUEST;
frame->num_args = 0;
msg.dest = EFRI_DEST_BMC;
msg.size = cur - msg.buf;

// invoke and print result

ioctl(fd, EFRI_RAW_INVOKE, &msg);

describe_frame(frame) ;

TUNA Tunight 2023
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