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Background
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= Full mesh overlay network with TINC tunnels
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Background

Gravity

= Full mesh overlay network with WireGuard tunnels
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Background
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Prior Work

Full-Mesh IPsec Network: 10 Dos and 500 Don'ts
Fran Garcia, Hosted Graphite, USENIX SECCon '16

WORST MIGIRATION EVER?
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" PR
s HERE—% Don't: Don't use ipsec-tools/racoon! (like we did)




TL;DW

‘IPsec I1s awful’

(trust me on this one)



IPsec as RFCs
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IPsec as RFCs
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IPSec and IKE

AH vs. ESP

International Engineering Task Force meeting held just before AH
and ESP were finalized:

Microsoft rep: “AH is useless given the existence of ESP,
cluttered up the spec, and couldn't be implemented efficiently
because the HMAC is in front of the data it authenticates.”

Then everyone in the room looked around at each other and thought:
Hmmm...he's right, and we hate AH, but if it annoys

Microsoft let's leave it in since we hate Microsoft more
than we hate AH

Network Security: Private Communication is a Public World, 2" Ed., Kaufman, Perlman, Speciner Page 438



IPsec as RFCs
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root@ipsecBl:~# ip xfrm policy
o . src ::/0 dst 3000:4::2/128
I Psec IN Ll N UX Ke rnel dir out priority 334463 ptype main
tmpl src 172.28.196.168 dst 114.253.36.234
proto esp spi Bxc84ea865 reqid 6 mode tunnel
sTc 30008:4::2/128 dst ::/0
dir fwd priority 334463 ptype main
tmpl src 114.253.36.234 dst 172.28.196.168

B Secu |"|ty Pol|cy Database proto esp reqid 6 mode tunnel
sTc 3000:4::2/128 dst ::/0
: . dir in priority 334463 ptype main
u
P erm ,DO[IC)/ tmpl src 114.253.36.234 dst 172.28.196.168
e, . proto esp reqid 6 mode tunnel
m SIC - dSt/If_Id sTC o/ ANdsTN: /6
dir out priority 399999 ptype main
[ ‘5|£IJ %ﬁ%%%’%‘% IPsec tmpl src 172.28.196.168 dst 101.2081.76.121
proto esp spi @xcadl4f73 reqid 3 mode tunnel
if_id 8x3 5
m Security Association Database > sudo ip xfrm state
src 192.168.1.16 dst 47.92.28.59
] |p erm state proto esp spi Bxce363a30 reqid 1 mode tunnel

replay-window 8 flag af-unspec
= 3 auth-trunc hmac(sha256) Bxced556h5d6£438h89c18£1ff8abecfa54a5h10hb537¢c7c9caeh28398£4c£765¢c6 128
- j]ﬂfﬁ'fﬁﬁﬁ El‘] JLﬁ $H enc chc(aes) 0xf8bbla3ccé8ch48h3afc88200clc8124
encap type espinudp sport 4568 dport 5608 addr 6.0.0.0
anti-replay context: seq 0x8, oseq 0x18, hitmap 6x860000660
if_id 0x5
- or#+m ? src 47.92.28.59 dst 192.168.1.16
;Zﬂ'f—_[,ﬁ'jl'):' ’ proto esp spi Bxc84ea865 reqid 1 mode tunnel
N A NN [ . . replay-window 32 flag af-unspec
= 3R ESRUEIRET L ip xfrm policy add auth-trunc hmac(sha256) 8x7088ae3329eba313360888815a855d83328ffdfc69c578a5908e1872c75c9bBa 128
enc chc(aes) 0x115daelf7hd2fccB4b64abdbb2c6e3072
encap type espinudp sport 5660 dport 4560 addr 0.6.6.0
anti-replay context: seq 0x8, oseq 0x8, bitmap 0x86000060
if_id 0x5



IPsec in Linux Kernel
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IPsec — Internet Key Exchange
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IPsec — Internet Key Exchange

m Do you really need all this?

$ ipsec pki ——gen —-type rsa —--size 2048 --outform pem > private/ClientKey.pem
$ chmod 600 private/ClientKey.pem
$ ipsec pki ——pub --in private/ClientKey.pem ——type rsa | \
ipsec pki —-issue —-lifetime 730 —-outform pem \
——cacert cacerts/strongswanCert.pem \
——cakey private/strongswanKey.pem \
——dn "C=CH, O=strongSwan, CN=myself@example.com" \
——san myself@example.com \
> certs/ClientCert.pem

Fortunately, you don’t



IPsec — Internet Key Exchange

openssl genpkey -algorithm ed25519 -outform PEM
openssl pkey -pubout

®  Directly code public key is fine!



Routers

IPsec - testbed

Configuration

Current node: | ipsec-pek-alfa v |
Show uninstalled routes

/ \. 1:1 [Zoom in| @l
‘ state: [NON.

Routers

Legend @ current @ Neighbours @ Others
Configuration

Current node: | ipsec-pek-alfa v Neighbours
Show uninstalled routes

Y address if reach | rxcost | txcost | cost | rtt
[1:1 ] Zoom in || Zoom out | [ FoB0:: 9bas: £7e1:9a92:0£33 | xélmm-szx | £66E | 96 9% | 127 | 45.762
[ Fe8B:: 642d:3751:a89b:6245 | xtimn-sha | £EEF | 96 | 96 | 118 [ 35.798

State'- Te80::13¢7:72fb:dcob:ae1l | xfirn-hgh | ff % | 9 12 | 28.827
) fe88::2761:e9a4:348¢c:5083e | xfirm-zjk2 | ff: 9 9 .829
fe80::61d4:5d7e:eBac:943 | xfirm-zjk1 | ff: 9 9 .822

[Fe88::bBAF:T6e9: 13af :14da | xtirm-pek | rir | 3 % [ 7.164

Legend Wired link (96) @ Lossless wireless link (256) @ Unreachable (65535)

(based on rxcost; colors are interpolated logarithmically)

Routes
Legend @ current @ Neighbours @ Others

Neighbours

address | if | reach | rxcost | txcost | cost | rtt |
fe80::9ba8:f7e1:9a92:e£33 | xfirm-szx | ffff 96 96 96

fe8B::bB4f:76e9:13af:14da | xfirm-pek | ffff 96 96 96

fe80::13e7:72fb:dcBb:aell | xfirm-hgh | ££ff 96 96 96
fe80::642d:3751:a89b:5245 | xfirm-sha | ffff 96 96 96
fe80::2781:e9a4:348c:583e | xfim-2jk2 | ffff 96 96 96

Legend Wired link (96) @ Lossless wireless link (256) @ Unreachable (65535)

(based on rxcost; colors are interpolated logarithmically)



