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PIV & OPENPGP





YutriKey —— Powered by 

● STM32 MCU + Javacard

○ STM32 ( ~10 RMB ) USB

○ JavaCard ( <10 RMB )

●

●

○ MCU

○ TOTP github.com/JavaCardOS/Oath-Applet

○ U2F github.com/LedgerHQ/ledger-u2f-javacard

○ OpenPGP github.com/JavaCardOS/OpenPGPApplet

○ PIV github.com/arekinath/PivApplet



WHAT ABOUT NEXT?



CANOKEY

• FIDO2 / WebAuthn

• 64 resident keys and unlimited normal keys

• HMAC extension

• OpenPGP

• OpenPGP Smart Card 3.4 Compatible

• RSA 2048 / 4096

• NIST P-256 / P-384

• secp256k1

• ED25519 / X25519

• PIV

• NIST SP 800-73-4 Compatible

• RSA 2048

• NIST P-256 / P-384





• CCID 

• CCID 

• HID 



FIDO & WebAuthn



FIDO



114514

• Key Wrapping



OPENPGP

• OpenPGP PGP

• Spec RSA ECDSA

• gpg

• interface

• OpenKeychain & 25519



PIV

• SP 800-73-4

• RSA 2048 ECC P-256/P-384



VS 

• OpenPGP PIV FIDO

•

•



Q&A


