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Modern AArché64 SoC
UEFI + ACPI port from A to Z

Bingxing Wang (@imbushuo), 5/16/2628

imbushuo.net

Post your questions to hi(at)imbushuo.net

Also the team: Gustave Monce (@gus336000),
ADeltaX, José Manuel Nieto (@SuperJMN),
Googulator, CornyjK, Dj Art, Simone Franco,
Tiger Wang and woachk


https://imbushuo.net/
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* Bonus #2: hypervisor privilege escalation on MSM3994
» Feel free to ask questions at any time



Non-goal

» 0S-specific driver bring-up and implementation
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« I can’t play games well

o “9'\ E %\g\%ﬁ.” @ ITHome -

FHEEWIn10FEHiE: B2FLumia 950 XL_EREIhZ2EUEF

L d

ITZzFABTHKE BEBRI, S8TEREARNEEEHEWIndows 10F#1_EiZ{TWindows 10
?ﬁ—iﬁl?}?lu m|3640-T€ChWeb§ﬁ§EE’ﬂ§ﬁ%M,%%Ei}]@ﬂi on ARM, EBREEXTENEEFERFERESEWindows 10fFERNZL2EE (Secure Boot)
FIUEFIS|&, EfIEFEFSWindows 105F889%,
2018518241 - &KX Twitter AP @imbushuolfith 7—%HWindows RT 8.1 %A

. —frTwitter fBen | imbushuoEESFEFIEY, EFOCETESTHFEaFRENERS, £
o E 5 #Windows : i
XL E...3B#ET ARSI BEDBPIEN R FimWindows Phonedfitfl:Lumia | . T —
== TechWeb ~ - BERIR



Modern mobile SoC boot flow

* Modern mobile SoC is complicated
« Rich features and connectivity
« Performance improvements every year
* When in doubt, add one more general-purpose CPU

« There are more than 12 CPUs in Snapdragon 810

« AP(Cortex Ab3 & A57), Modem and GNSS(QDSP6), Audio (Xtensa),
Video(Cortex-A), GPS(Cortex-A), Power (Cortex-M)

* Boot the SoC

« Subsystems have dependencies
« Can’t boot them all at once
« Static Root of Trust & trust chain for boot security



UEFI + ACPI on AArché4



Common ARM bootstrap situation

« Platform-specific images
* No generic image for all devices

* Board init file or device tree for topology

 Because “embedded”
* No flexibility in hardware configuration

* U-Boot 1s a popular choice
* For very long time and it continues

* Also implemented UEFI recently:
https://www.suse.com/media/article/UEFI_on_Top_of_U-Boot.pdf

* Enough to boot GRUB, not targets Windows yet



https://www.suse.com/media/article/UEFI_on_Top_of_U-Boot.pdf

UEFI and ACPI

- Existing (yet broken) industry standard on PC for years

* A defined set of interfaces and protocols for 0S interaction
 Like BIOS interrupt on PC/AT

 Commercially introduced to ARM platform with Windows RT (ACPI 5.8)
e Linux implemented UEFI support for both AArch32 and AArché4

« Either Device Tree or ACPI for hardware description
* But Linux ARM ACPI is AArché64 exclusive

« Enhanced with AArché4 development recently

 Try UEFI on Raspberry Pi 3 and 4
» https://rpid-uefi.dev/
« https://connect.linaro.org/resources/1td28/1td28-207/



https://rpi4-uefi.dev/
https://connect.linaro.org/resources/ltd20/ltd20-207/

UEFI vs. U-Boot

» U-Boot optimizes for size
« U-Boot links built-in things together for speed and size
» U-Boot features and environments can be customized
« Single file for each phase, can be stripped
» Versatile payloads

« UEFI targets generalization
» L/MA-compressed, firmware volume
« UEFI drivers are PE/COFF executables
« UEFI Drivers usually run fine on another implementation
* Most UEFI implementations have a baseline for protocols - a lot
« EFI applications



: : : UEFI
Pre : Interface
Verifier | = ’

OS-Absent

Transient OS

Device, Environment
Bus, or ()
Service _
: Transient OS Boot
Driver
Loader
e E Boot . C) OS-Present

Dispatcher Manager App
Intrinsic | Final OS Boot Final OS
C Services Loader Environment
Security Pre EFI Driver Execution | Boot Dev Transient Run Time After
(SEC) Initialization Environment Select System Load (RT) Life

(DXE) (BDS)

(PEI) (TSL) (AL)




ACPI on ARM

» Hardware-reduced ACPI: just a bunch of ACPI tables

 Fixed ACPI tables and DSDT
 MADT - Generic Interrupt Controller
« GTDT - Architectural Timer
« CSRT - Vendor IP cores such as DMA controller
« JORT - IOMMU redirection table
 PPTT - Processor topology
« MCFG - PCIe MMIO
« FACS - Firmware control
« FADT - Fixed ACPI description



ACPI static tables

1] Subtable Type : OB [Generic Interrupt Controller]
1] Length : 50

2] Reserved : 0000

4] CPU Interface Number : 00000000
4] Processor UID : 00000000
4] Flags (decoded below) : 00000001

intc: interrupt-controller@foaagaas {

Processor Enabled : 1 compatible = "gcom,msm-ggic2"™;

Performance Interrupt Trigger Mode : 0 . ]
Virtual GIC Interrupt Trigger Mode : 0 1nterrupt-controller;

4] Parking Protocol Version : 00000001 #interrupt-cells = €35

4] Performance Interrupt : 00000017 T pL-Cells = <3.2;

8] Parked Address : 0000000000301000 reg = AV FORARRAE Ow]oae >,

8] Base Address : 00000000F9002000

8] Virtual GIC Base Address : 00000000F9004000 {ExFo802008 @x1868:;

8] Hypervisor GIC Base Address : 00000000F9001000
4] Virtual GIC Interrupt : 00000019
8] Redistributor Base Address : 0000000000000000

8] ARM MPIDR : 0000000000000000
1] Efficiency Class : 00
3] Reserved : 000000



DSDT table

« DSDT contains both topology information and optional
program logics
» Bytecode-based DSL

* 0S runs 1t

« Turing complete

« Memory I/0 with bytecode instructions

« Capable to handle multiple OS scenarios

* Dynamic updates with SSDT tables

« Device Tree is usually a static table (with optional overlays)



Device (SDC1)
{
Name (_DEP, Package (One)
{
\_SB.PEPO

e A sample DSDT device

Name (_CID, "ACPIQCOM24BF")

Name (_UID, Zero) 0 b e C t
Name (_CCA, Zero) ' '

Method (_CRS, @, NotSerialized
{
Name (RBUF, ResourceTemplate ()
{ [
Memory32Fixed (Re: . Dependency entries
0xF9824900,
0x00000200, ° ID entries

)
Interrupt (ResourceConsumer

. dabiba e et Cache coherency attribute for DMA

0x00000098B,

} « Resource settings - MMIO, interrupt, GPIO, ..
| G . ACPI methods - status,
« Sub-devices

Device (EMMC)
{
}

Method (_DIS, @, NotSerialized
{
}

Method (_STA, 0, NotSerialized
{
}




Lumia 950 (XL)

» Snapdragon 868 / 8168 SoC
. Cortex AB3 + A57, AArché4

* Windows Phone 0S never goes
AArché4

e ELT runs in AArch32 mode

« But EL2 hypervisor and EL3 are
AArché4

$ file HYP.img

HYP.img: ELF 64-bit LSB executable, ARM aarch64,
version 1 (SYSV), statically linked, stripped




Finding Qualcomm proprietary docs..

Gowgle

Your

site:csdn.net 5 | X S

Q All ) News [»] Videos ¢ More

Q Maps Settings T

EJ Images

About 127,000 results (0.35 seconds)

blog.csdn.net> ftell > article » details v Translate this page

2B —EHE5_#k AT_Rom wurde nicht an einem Tag ...

Jun 5,2018 - R 5. SDM :Snapdragon Mobile. MSM :Mobile Station Modems. APQ :
Application Processor Qualcomm. MPQ :Media Processor ...

blog.csdn.net > article » details v Translate this page
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E/25] ( Qualcomm) ...

blog.csdn.net > article » details v Translate this page

= ESDM845F & Sensor¥ > ——1.1E2R_W4E_N5E233MEE ...

Jul 6,2018 - — : BT EEMNSDM8BASF S FHA + Sensorfd AHHY

.

Z24JSEE ( Sensors Executio®

blog.csdn.net > article » details v Translate this page
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NDA signing is a hall of shame



Dig into vendor blobs

{3} UEFITool NE alpha 47 - UEFLimg - O X
File Action View Help
Structure Information
Name Act Type Subtype Text ~ | |ZeroVector:
N 00 00 ©0 00 00 PO 00 00
VUEFL ;Lmage Imagt.a UEFI 00 00 ©0 00 00 PO 00 00
Padding Padding Non-empty X N
. A Signature: _FVH
vEfiFirmwareFileSystem2G.. V?lume FFSv2 Filesystem GUID:
8AFOOF13-44C5-96EC-143.. File SEC core 8C8CES78-8A3D-4F1C-9935-896185C3
DDE58710-41CD-4306-DBF... File Freeform uefiplat.cfg [Cunfig]
w9E21FD93-9C72-4C15-8C4... File Volume image b
vlLzmaCustomDecompressG.. Section GUID defined =
Raw section Section Raw
wVolume image section Section Volume image
— - [MemoryMap]
vEfiFirmwareFileSyste.. Volume FFSv2
AprioriDxe File Freeform DXE apriori file
DxeCore File DXE core DxeCore
ArmCpuDxe File DXE driver ArmCpuDxe
Runtimebxe F?le DXE dp?vep RuntlTEDxe ©x00010000, ©x00014000, NoHob, MMAP_IO, INITIALIZED, Conv, NS_DEVICE
SEBEAEEB'?AED'4D7S'” F%le DXE dp}vep SecurltyD*e 0x00024000, 0x00002000, NoHob, MMAP_IO, INITIALIZED, Reserv, NS_DEVICE
WatchDogTimerDxe F%le DXE dr}ver watchdongmgr 0x00100000, 0x00100000, AddMem, SYS_MEM, SYS_MEM_CAP, Conv, WRITE_BACK
55CE7ABC-5598-4B1F -... File DXE driver CapsuleRuntimeDxe 0x00200000, 0x00100000, AddMem, SYS_MEM, SYS_MEM_CAP, BsCode, WRITE_BACK
2BOECDCE-@1AE-446E-.. File DXE driver VariableDxe 0x00300000, 0Xx00080000, ' Code" AddMem, MEM_RES, UNCACHEABLE, RtCode, UNCACHED UNBUFFERED
65B852DF -355E-4946-... File DXE driver DppDxe 0x00380000, ©Xx00001000, ' 2y lo: AddMem, SYS_MEM, SYS_MEM_CAP, RtData, UNCACHED_UNBUFFERED

37795BA@-E1CF-4ED5-.. File DXE driver EmbeddedMonotonicCounter

0x00381000, 0x00004000, ' : AddMem, SYS_MEM, SYS_MEM_CAP, LdData, UNCACHED_UNBUFFERED
0x00385000, ©x00001000, "Ca ¢ y AddMem, SYS_MEM, SYS_MEM_CAP, RtData, UNCACHED_UNBUFFERED
0x00386000, Ox00003000, AddMem, SYS_MEM, SYS_MEM_CAP, RtData, UNCACHED_UNBUFFERED
0x00389000, ©x00001000, ' I 31ock AddMem, SYS_MEM, SYS_MEM_CAP, RtData, UNCACHED_UNBUFFERED
0x0038A000, ©x00003000, “"Reset Data" AddMem, SYS_MEM, SYS_MEM_CAP, RtData, UNCACHED_UNBUFFERED
0x0038D000, ©x00073000, AddMem, SYS_MEM, SYS_MEM_CAP, BsData, UNCACHED_UNBUFFERED
0x00400000, 0x00800000, ' ved", AddMem, MEM_RES, WRITE_THROUGH, MaxMem, WRITE_THROUGH
0x00C00000, 0x00040000, AddMem, SYS_MEM, SYS_MEM_CAP, BsData, WRITE_BACK
0x00C40000, 0x00010000, ' AddMem, SYS_MEM, SYS_MEM_CAP, BsCode, WRITE_BACK
0x00C50000, 0x000BOEOD, ' Cac AddMem, SYS_MEM, SYS_MEM_CAP, BsData, WRITE_BACK
0x08D00008, ©x03300000, - AddMem, SYS_MEM, SYS_MEM_CAP, BsData, WRITE_BACK
0x04000000, 0x02500000, "HLOS AddMem, SYS_MEM, SYS_MEM_CAP, Conv, WRITE_BACK
0x06500000, ©x00500000, "TZ Apps" AddMem, SYS_MEM, SYS_MEM_CAP, Reserv, NS_DEVICE
0X06A00000, ©Xx00200000, ' AddMem, MEM_RES, UNCACHEABLE, Reserv, UNCACHED_UNBUFFERED
0x06C00000, 0x00100000, ' r AddMem, SYS_MEM, SYS_MEM_CAP, Reserv, NS_DEVICE
0x06D00000, ©Xx00200000, "T: AddMem, SYS_MEM, SYS_MEM_CAP, Reserv, NS_DEVICE
0XQ6F00000, 0x00180000, "MPS: s AddMem, SYS_MEM, SYS_MEM_CAP, Reserv, NS_DEVICE
0x07080000, ©x00020000, ' AddMem, SYS_MEM, SYS_MEM_CAP, Reserv, NS_DEVICE

Parser FIT BootGuard Search Builder

parseDepexSectionBody: unknown opcode

parseDepexSectionBody: unknown opcode

parseDepexSectionBody: unknown opcode

parse: not a single Volume Top File is found, the image may be corrupted

https://github.com/LongSoft/UEFITool


https://github.com/LongSoft/UEFITool

Open source efforts

Linaro . . .
> index : working/qualcomm/IKk.qgit
[no description]
summary refs log tree commit diff

Branch Commit message £
release/LA.AF.1.1-02810-8064+rescue Fastboot: Moving forcefully board into fastboot C
release/LA.BR.1.1.2-02210-8x16.0 msm8916: |k: Android SD Card boot E
release/LA.BR.1.1.2-02210-8x16.0+rescue aboot: force boot into fastboot )
release/LA.BR.1.1.2-02210-8x16.0+sdboot aboot: set local-mac-address in DTS N
release/LA.BR.1.2.4-00310-8x16.0 aboot: set local-mac-address in DTS p
release/LA.BR.1.2.7-03810-8x16.0 platform/msma8916: Allow bigger kernels A
release/LA.BR.1.2.7-03810-8x16.0+rescue aboot: force boot into fastboot [\
release/LA.BR.1.2.7-03810-8x16.0+sdboot dev-tree: Support non-skales DTB if only one appended L
release/LA.HB.1.3.2-19600-8x96.0 platform/msm8996: Increase memory area for load kernel A
release/LA.HB.1.3.2-19600-8x96.0+rescue assert: ensure DEBUG_LEVEL is set before it is used N
[-]
Tag Download £
dragonboard410c-LA.BR.1.2.7-03810-8x16.0-linaro3 Ik-dragonboard4 10c-LA.BR.1.2.7-03810-8x16.0-linaro3.tar.gz A
dragonboard410c-LA.BR.1.2.7-03810-8x16.0-linaro2 Ik-dragonboard410c-LA.BR.1.2.7-03810-8x16.0-linaro2.tar.gz p
dragonboard410¢-LA.BR.1.2.7-03810-8x16.0-linaro1 Ik-dragonboard410c-LA.BR.1.2.7-03810-8x16.0-linaro1 tar.gz N
debian-gcom-dragonboard4 10c-LA.BR.1.2.4-00310-8x16.0-linaro2  |k-debian-gcom-dragonboard410c-LA.BR.1.2.4-00310-8x16.0-linaro2.tar.gz \
debian-gqcom-dragonboard410c-LA.BR.1.2.4-00310-8x16.0-linaro1  Ik-debian-qcom-dragonboard410c-LA.BR.1.2.4-00310-8x16.0-linaro1.tar.gz N
ubuntu-gcom-dragonboard410c-LA.BR.1.2.4-00310-8x16.0-linaro1  Ik-ubuntu-gcom-dragonboard410c-LA.BR.1.2.4-00310-8x16.0-linaro1.tar.gz \
Age Commit message I
2015-06-02 Merge "arch: arm: Clean and invalidate by set/way instead of invalidate set/way" L
2015-06-02 Merge "target: msm8996: support dsc panel selection through fastboot" L
2015-06-02 Merge "app: aboot: Fix wrong message of devinfo partition" L
2015-06-01 Merge "platform: msm8994: Make scratch memory MMU cache setting to WRITE_BACK... L
2015-06-01 Merge "target: msm8909: update the DSI PLL enable sequence for 8909" L
2015-06-01 Merge "platform: msm8952: Update the usb frequency" L
2015-06-01 arch: arm: Clean and invalidate by set/way instead of invalidate set/way €
2015-06-01 platform: msm8994: Make scratch memory MMU cache setting to WRITE_BACK_ALLOCATE €
2015-05-31 target: msm8952: Add LDO1 for splash screen support L
2015-05-31 platform: msm_shared: Add macro for LDO1 L

ri

https://git.linaro.org/landing-teams/working/qualcomm/lk.git



https://git.linaro.org/landing-teams/working/qualcomm/lk.git

AArch64 Exception Levels

ELO

EL1

EL2

EL3

Non-secure . Secure
App App é App ; App ; Trusted Services
Rich OS Rich OS Trusted OS
Secure Monitor/Firmware

* Recently Secure EL2 (Secure partition manager) is introduced



Snapdragon 810 Boot Flow

 Boot from eMMC or UFS

« GPT-based partitioning
« Partition layout is mostly identical

* Vendor blobs partition and system partition
- SBL, Modem, DSP, Hypervisor, TrustZone Monitor, UEFI
« EFI system partition, Windows OS partition

* RPM boots from hardwired PBL, PBL loads SBL

* Final stage bootloader loads 0S
 0S boots subsystems (Audio, Modem, GNSS, GPU, DSP)
e TrustZone RPC calls



Snapdragon 810 Boot Flow (cont.)

Power detection Set RVBAR, : Init DDR Enable TZrun-time 17 Kamel and TZ Apps First non-secure code.
Reset APP processor RMR_EL3to I Verify aqd load security protection finishing init of secure HYP loads SBL for OS
64-bit mode I TZ/HYP images B
Load SBL to OCMEM I
Power On RPM ROM I
' 1
FCD1ODUD|

APSS ROM ﬂ
RVBAR_EL3
SBL ﬂ'

EL3 TZ Secure

Monitor .

EL2 TZ Kernel
EL1TZ Apps

Read-Only Read-Write EL2 Hyp




Desktop backup password
Desktop full backups aren't currently protected

Getting code

execution

Stay awake .
Screen will never sleep while charging

Enable Bluetooth HCI snoop log

Disabled
e “OEM unlock” on Android devices OEM unlocking ®

. A].].OWS arbitrary Code execution in Allow the bootloader to be unlocked

EL1

. - Running services

* DoeS nOt a]-]-OW mOdlfylng View and control currently running services

bootloader
* Windows Phones are locked down in Picture color mode ®

pr0dUCtion Use sRGB




Getting code execution (cont.)

* Nokia (MMO) exploit allows arbitrary flash I/0

e Qualcomm UEFI variable services exploit
« UEFI spec uses variable to report Secure Boot status
« Secure Boot status variable is expected to be volatile
« Let’s put SecureBoot = 8 in the variable storage..
- Firmware reports Secure Boot off to Windows Boot Manager (!)
« Can’t run EFI application payloads due to additional checking

 https://github.com/Renelergner/WPinternals
« Seize control from Windows Boot Manager



https://github.com/ReneLergner/WPinternals

B bootmgfw.efi

. bootmgr.efi




Docs / Visual C++ Documentation / Building C/C++ Projects / Build Reference / Projects and build systems / Compiler and build tools reference [ Bookmark [ Feedback

MSVC linker reference MSVC linker options / fSUBSYSTEM (Specify subsystem) £ Edit  |& Share

= /SUBSYSTEM (Specify Subsystem) I b

Visual Studio 2019 b v
fsual Studio 11/04/2016 - 2 minutes to read - @ ¢ §* D@ R

%% Filter by title In this article

1sanrey
IArguments

e /SUBSYSTEM: {BOOT_APPLICATION |CONSOLE |EFL_APPLICATION|

subsystem) EFI_BOOT_SERVICE DRIVER|EFI_ROM|EFI_RUNTIME DRIVER|NATIVE| )
POSIX | WINDOWS) See also
[,major[.minor]]

Remarks

JSWAPRUN (Load linker outpu

to swap file)

JTLBID (Speaify resource ID for
Typelib)

Arguments

JTLBOUT (Name .TLB file)
JTSAWARE (Create Terminal BOOT_APPLICATION

Server aware application) An application that runs in the Windows boot environment. For more information about boot applications,
JUSEPROFILE see About BCD.

/VERBOSE (Print progress CONSOLE

messages) Win32 character-mode application. The operating system provides a console for console applications. If

/VERSION (Version main or wmain is defined for native code, int main(array<string ~» ~) is defined for managed code, or you
information) build the application completely by using fclr:safe, CONSOLE is the default.
SWHOLEARCHIVE (Include all

library object files) EFI_APPLICATION

EFI_BOOT_SERVICE DRIVER
EFI_ROM
EFI_RUNTIME_DRIVER

MWINMD (Generate Windows
E Download PDF




// We are currently in the APPLICATION context.
// We need to switch to the Firmware context FIRST otherwise things

unsigned int InterruptState = FirmwareDescriptor->InterruptState;

// Disable IRQ
DisableInterrupt();

// First up, switch MM state
unsigned long Value = FirmwareDescriptor->MmState.HardwarePageDirect

FirmwareDescriptor->MmState.TTB_Config;

ArmMoveToProcessor(Value, CP15_TTBR@);

ArmInstructionSynchronizationBarrier();

ArmMoveToProcessor(@, CP15_TLBIALL);
ArmInvalidateBTAC();
ArmDataSynchronizationBarrier();

ArmInstructionSynchronizationBarrier();

// Next up, set the exception state
ArmMoveToProcessor(FirmwareDescriptor->ExceptionState.IdSvcRW, CP15_

ArmDataSynchronizationBarrier();

ArmMoveToProcessor(FirmwareDescriptor->ExceptionState.Control, CP15_
ArmInvalidateBTAC();
ArmDataSynchronizationBarrier();

ArmInstructionSynchronizationBarrier();

ArmMoveToProcessor(FirmwareDescriptor->ExceptionState.Vvbar, CP15_VB/

ArmInstructionSynchronizationBarrier();

// Restore IRQ if necessary

if (InterruptState) ArmEnableInterrupt();

Getting code execution
(cont.)

* Windows Boot Manager initializes its own
environment

« MMU, exception vector,

A struct used to describe the firmware
context and app context

 Switch context to access UEFI services

 Secret Secure Monitor call to enter AArch64 ELT

« Secret SMC call for switching from AArch32 to
AArch64

« Specifies entry point address and switch
 https://github.com/imbushuo/boot-shim



https://github.com/imbushuo/boot-shim

Tab o~
Ca F%%Sj syl o
! ert!! sted clock "usb30_phy_com_reset” is not ted!
[470] fastboot: processing commands ®
26500] fastboot: getvar:slot-count

'56520] fastboot: getvarislot-suffixes
tvar:has-slot:aboot

[25540] fastboot: ge

[ 25560, fastboot: getvar:partition-tgpe:aboot

25580 fastboot: getvar smax-download-size
download:000874a4

[25600] fastboot:
.25650] fastboot: flash:aboot

Shr




Microsoft

Recovery command; 32 ,

90] Unable to locate /bootselect. part.ltmn

90
100
100
100
110

110)

120
130
130
140

"Run ELF64 boot routine

Verifier: P agload has valid ELF magic,
Yerifier: ELF reports valid architecture,

Verifier: ELF reports valid type.,

Yerifier: 1 program header entries found,

FD entry point = 0x200000, partition offset = 0x10000,
UEFI FD loaded into memory

UEFI FD ready.

Channel alloc freed

Jumping to kernel via monitor




Port TianoCore to new platform

* Toolchains
« Linaro GCC or any recent AArché64 GCC
e Clang/LLVM should work

« Platform docs and firmware layout
« Set required package properties in .DSC and .FDF file

 SEC/PEI

 ARM Trusted Firmware
» SoC-specific loaders

 DXE

 Port drivers



TianoCore/EDK2 directory structure

« Feature/Silicon support modules

are categorized as “packages” -
ArmPkg, MdePkg, MdeModulePkg,

Top level packages contain
applications, libraries and blob
resources

Package manifest (.DSC and .DEC)
provides metadata information

« GUID/Protocol tokens

* C Header directories

« Config key-value pairs

» Customized tools

Firmware manifest (.FDF)
describes FD layout

« The firmware package

« Executable

.azurepipelines
.mergify
pytool
ArmPkg

ArmPlatformPkg

ArmVirtPkg
BaseTools
Conf

CryptoPkg
DynamicTablesPkg
EmbeddedPkg
EmulatorPkg

FatPkg
FmpDevicePkg
IntelFsp2Pkg
IntelFsp2WrapperPkg
MdeModulePkg
MdePkg

Matmnrk-Blen

.azurepipelines: Add RISC-V architecture on RISC-V EDK2 CI.

.mergify: Add Mergify YML pull request rules configuration file

pytool/ClSettings: Remove Windows only scope for host based unit tests

ArmPkg/MmCommunicationDxe: expose MM Communicate 2 protocol

ArmPlatformPkg: remove PL180 SD controller driver
ArmVirtPkg: control PXEv4 / PXEvE boot support frol
BaseTools: Fix parse PCD GUID expression issue
BaseTools:Delete FrameworkDatabase from BaseToal
CryptoPkg/PkcsT: Extend support for other OID type
DynamicTablesPkg: SRAT: Fix uninitialized memory U
EmbeddedPkg/EmbeddedPkg.dsc: remove some sta
EmulatorPkg: Add Platform Cl and configuration for
FatPkg: Add RISC-V architecture for EDK2 CIL
FmpDevicePkg/FmpDxe: Fix uninitialized pointer def
IntelFsp2Pkg/SplitFspBin.py: Coverity scan flags issug
IntelFsp2WrapperPkg: Fix various typos
MdeModulePkg/VariableSmmRuntimeDxe: switch tg
MdePkg: introduce MM communicate 2 protocol

MahunrkBleas Add RISOWEA architartira

Branch: master =

7 days ago

6 months ago

6 days ago

yesterday

9 days ago

edk2 / ArmPkg /

Ard Biesheuvel and mergify ArmPkg/MmCom

Drivers

Filesystem/SemihostFs

nclude
Library

=] ArmPkg.dec

& ArmPkg.dsc

ArmPkgy
ArmPkg:
ArmPkgy
ArmPkgy
ArmPkgy

ArmPkgy



ﬂf gus33000 ACPI: [8992] set vendor to QCOMEDK2 to apply Windows erratum (#63)

Directory .

ACPI: [8992] set vendor to QCOMEDK2 to apply Windows erratun

structure (Cont.)

Application

BootApp: clear prompt before booting apps

Driver RMI4: touch log is info only [skip ci
GPLDriver Lattice: UC120 FPGA configuration (#54)
R I N th 1 S im p 1 emen tatl on: nclude Platform: introduce BootApp for hotkey management
Library Platform: introduce BootApp for hotkey management
« ACPI table sources & blobs . et Ut 0 60 s 1
¢ Peripheral drivers Resources UC120: stub SPI config file
° SUppOPt libraries Tools Project: Update to EDK2 master (#61)
e PEI initialization code B .clang-format Standarized code styles (clang-format) (#37)
e (CI Scripts B .gitignore ACPI Build SSDT(s) at compile time.
. E) FuWrapper.ld Port DBE20c target to 950XL.

ELF wrapper for FD file

ENTRY(_start);

SECTIONS
{

_start = 0x00200000;

0x00200000 ;

.data : {

*(.data)

[E] Hapanero.dsc

El Hapanero.fdf

E] LICENSE

El Lumia9sQ.dsc

El Lumia950.fdf

El Lumia950XLdsc

El Lumia9s0xLfdf

El Lumia95s0xLfdf.inc
El Lumia950XLPkg.dec

=] README.md

Fix for overwritten values in platform definitions (#26)
BootApp: clear prompt before booting apps

Project: Update LICENSE.

talkman: Fixing a typo about the processor model (#40)
BootApp: clear prompt before booting apps

Fix for overwritten values in platform definitions (#26)
BootApp: clear prompt before booting apps

Build: ready for next public release.

Platform: introduce BootApp for hotkey management

Project: update README.md [skip ci]



Lumia9568XLPkg status

* Tracking the TianoCore master branch

* SoC devices
« Some drivers are ported from LK and the EFIDroid project
 Power Management (PMIC, RPM, Pinctrl)
* Low speed I/0 (GPIO, I2C, SPI)
« High speed I/0 (SDHCI, PCIe)
* FrameBuffer display

* Peripherals
« Synaptics RMI4 I2C digitizer
e Lattice 1CEBLPZ2K bitstream uploader

« ACPI ready



Bonus: Nintendo Switch



&« Tweet

James Swineson v
@zhjits

@imbushuo is playing my Nintendo Switch. Guess what
will happen next.

4:03 AM - May 14, 2018 - Twitter for iPhone
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https://www.youtube.com/watch?v=FyjPG0j0tiQ



https://www.youtube.com/watch?v=FyjPGOj0tiQ
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Bonus: EL2 privilege
escalation on MSM8994



DEBUG( (EFI_D_ERROR, "Injecting shellcode...\n"));

EFI_PHYSICAL_ADDRESS PsciCpuSuspendHandlerAddr = 0x06c03aa8;

UINT8 *PsciCpuSuspendHandler = (UINT8 %) (VOID *)PsciCpuSuspendHandlerAddr;
CopyMem(PsciCpuSuspendHandler, E12ShellCode, sizeof(E12ShellCode));
ArmDataSynchronizationBarrier();

ArmInvalidateDataCache();

On MSM8992 and MSM8994, ELZ2 hypervisor resides in the
trust boundary of EL1 supervisor (aka. kernel)

EL2 privilege

Finding the exception vector..address writable

escalatlon Let’s patch the vector table on the fly

- //www.blackhat.com/docs/us-1//wednesda
Bazhaniuk-BluePill-For-Your-Phone.pdf



https://www.blackhat.com/docs/us-17/wednesday/us-17-Bazhaniuk-BluePill-For-Your-Phone.pdf

msr daifset, #DAIF_WR_INT_BITS // Install patch
isb InstallE12Patch();
AI'mU15ab LeLacnesAanarimu for (UINTN Index = 1; Index < &;igggggggigg(PchoreCount); Index++) {
EL1_OR_EL2 OR_EL3(x1) EFI_PHYSICAL_ADDRESS MailboxAddress =
FixedPcdGet64 (SecondaryCpuMpParkRegionBase) + 0x10000 * Index +
b 4f 0x1000;
v ~ PEFI_PROCESSOR_MAILBOX pMailbox =
mrs X0, sctlr_el2 // GET controL register cLZ (PEFI_PROCESSOR_MAILBOX) (VOID %)MailboxAddress;
b 4f
mrs X0,
mov x1, #(CTRL_M_BI
and X0, x0, x1
EL1_OR_EL2_OR_EL3(x1) / Make sure they are all initializec
msr sctlr_ell, x0 // Write back control register DEBUG( (EFI_D_ERROR, "Waiting for all CPUs...\n"));
4f WaitForSecondaryCPUs();
Ir el . S ‘ » DEBUG( (EFI_D_ERROR, "All CPU started.\n"));
sctir_el2, x ARG A A e S LR R RS S B s ArmDataSynchronizationBarrier();
4f
sctlr_el3, x@ // Write back control register DEBUG( (EFI_D_ERROR, "Jump CPU@ to EL2.\n"));
ArmDataSynchronizationBarrier();

mrs X0, sctlr_ell

S // Get control reaister EL3 pMailbox—>E12JumpFlag = EL2REDIR_MAILBOX_SIGNAL;
S e 5 ArmDataSynchronizationBarrier();

}

sy
isb

InstallE12Patch();

mov x@, #0x00200000 Jump overse

br )ﬁd ARM_HVC_ARGS StubArg;
StubArg.Argd = 0xc4000001;
ArmCallHvc(&StubArg);
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