Designing a NFC Tag Reader
with WebUSB support
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layer
Tag types
Application GB/JT/JR
protocol : ISO 7816-4
orooee | TOPEZ Proprietary m‘f;'ty | 150 14443 ||| 150 14443 FELICA
protocol protocol Troir) B A-4 B-4
Initialization . 5 JIS X 6219-4
Anti-collision | N0 28t ISO 14443 A-3/ 1SO 18092 S0 15 and
Protocol activation H ISO 18092
RF ISO 14443 A-2/1SO 18092 190 12443 14| 1SO 18082 S e ISO 15693-2
S v ISO 14443 A-1/1SO 18092 S0 12443 111 10 18002 NFCIP-1 ISO 15693-1
NFC-F NFC-V

EEEEEEERER ﬂ I.I—i
NFC-A NFC-B
- NFC Forum specification - —

Vendor-specific proprietary protocol
International standard

MSv38937V1

TN1216 - STMicroelectronics
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Taginfo App

= e N #0100 2:23
IC INFO NDEF EXTRA FULL SCAN
_

= NFC data set information

NDEF message containing 1 record
Current message size: 12 bytes
Maximum message size: 23 bytes
NFC data set access: Read & Write

= Record #1: Text record

Type Name Format: NFC Forum well-known type
Short Record

type: *T"

encoding: UTF-8

lang: "en"

text: "hello’

Payload length: 8 bytes

Payload data:

[00]) 02 65 6E 68 65 6C 6C 6F |-enhello
®* NDEF message

[00) D1 O1 08 54 02 65 6E 68 |---T-enh
[08) 65 6C 6C 6F |ello

® NDEF Capability Container (CC)

Mapping version: 1.0

Maximum NDEF data size: 32 bytes
NDEF access: Read & Write
Supports Inventory Page Read

[00] E1 40 04 02 |-@- N“O

< O O




https://github.com/z4yx/nfcard

NFCard App
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Application
layer

Tag types

Application GB/JT/JR
protocol : ISO 7816-4
| 1SO 14443 ISO 14443 FELICA
(| A4 B-4
! JIS X 6219-4
?092 'SO;.?43 and
| ISO 18092
: ISO 14443 ISO 18092 ISO 18092
: B-2 ECMA340 ||| 'SO 156932
Physical ISO 14443 A-1/1S0O 18092 - ISO 14443 ISO 18092 NECIP-1 1SO 15693-1
characteristics : B-1
NFC-F NEC-V

EEEEEEERER ﬂ I.I—i
NFC-A NFC-B
- NFC Forum specification - —

Vendor-specific proprietary protocol
International standard

MSv38937V1

TN1216 - STMicroelectronics
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WebUSB é - UNOFF Usage % of all users =

Global 60.94%
Allows communication with devices via USB (Universal Serial Bus).
Usage relative  Date relative Apply filters ?

Android * Blackberry
Browser Browser

UC Browser  Samsi
for Android Interr

Chrome for  Firefox for

Android Androld  'E Mobile

IE Edge =  Firefox Chrome Safari Opera iOS Safari © Opera Mini ™ Opera Mobilé
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Web Bluetooth & - unorr Usage %o allusers ¢
Global 61.48%
Allows web sites to communicate over GATT with nearby user-
selected Bluetooth devices in a secure and privacy-preserving way.
Usage relative Date relative Apply filters ?

UC Browser Samsi
for Android Interr

Chrome for  Firefox for
Android Android

Android * Blackberry

Browser Browser IE Mobile

IE Edge =  Firefox Chrome Safari Opera iOS Safari © Opera Mini "~ Opera Mobilé

4 67 10 46




Application Layer

Custom

DFU CDC Class

A

Class Layer

{
USB Core Layer

I

Device Controller Driver




WebUSB API (Draft) - Device

Offset _@ Description
. Size of this descriptor. Must be set to 24.
bDescriptorType |1 |Constant|DEVICE CAPABILITY descriptor type ((USB31] Table 9-6).
bDevCapabilityType |1 |Constant |PLATFORM capability type ([USB31] Table 9-14).
. This field is reserved and shall be set to zero.

Protocol version supported. Must be set to 0x0100.
bVendorCode . bRequest value used for issuing WebUSB requests.
iLandingPage . URL descriptor index of the device’s landing page.

Platform Descriptor
Control Transfer

11000000B Descriptor Index| GET_URL [Descriptor Length|Descriptor

0 -l ¥ B Arduino Leonardo

1 -l & 814 webusb.github.io 475,
N |

3 W UTF-8 encoded URL (excluding the scheme prefix).




WebUSB API (Draft) - Host

serial.requestPort = function() {
const filters = [

{ 'vendorId': ex2341, 'productId': ©x8036 }, & Secure  https://webusb.github.io/arduino/demos/rgb/
‘vendorId': ©x2341, 'productld': 8x8037 },
‘vendorId’': ©x2341, 'productld': 8x804d }, e
‘vendorId': ©x2341, 'productId': 8x804e }, | Arduino Micro
‘vendorId': ©x2341, 'productld': 9x804f },

‘vendorId’': ©x2341, 'productld': 8x8050 },

webusb.github.io wants to connect

1;
return navigator.usb.requestDevice({ 'filters': fi

device => new serial.Port(device)

);

Get help




return this.device_.open()
.then(() => {
if (this.device_.configuration === null) {
return this.device_.selectConfiguration(1);
}
}

.then(() => this.device_.claimInterface(2))
.then(() => this.device_ .selectAlternatelInterface(2, 9))
.then(() => this.device_.controlTransferOut({
‘'requestType’': 'class’,
‘recipient’: 'interface’,
‘request’: 9x22,
'value': 8x01,
'index': 8x82}))
.then(() => {

readLoop();
};

WebUSB API (Draft) - Host

libusb_set_configuration

libusb claim_Interface
libusb_set_interface_alt_setting
libusb control transfer



WebUSB API (Draft) - Host

let readlLoop = () => {
this.device_.transferIn(5, 64).then(result => {

this.onReceive(result.data);
readLoop();
}, error => {

this.onReceiveError(error);

});
}; libusb bulk transfer

serial.Port.prototype.send = function(data) {

return this.device_.transferOut(4, data);

};




» https://github.com/webusb/arduino
WebUSB ¥ Arduino

This repository contains an Arduino library for WebUSB-enabling your sketches. Example sketches and JavaScript code are
available in the demos directory.

The WebUSB object is a copy of the Arduino SDK's built-in USB serial library. It creates a WebUSB-compatible vendor-
specific interface rather than one marked as USB CDC-ACM. This prevents operating system drivers from claiming the
device and making it inaccessible to the browser. This library also implements:

» The WebUSB landing page descriptor, providing a hint to the browser about what page the user should navigate to to
interact with the device. In Google Chrome the presence of this descriptor causes the browser to display a notification
when the device is connected. The user can click on this notification to navigate directly to the provided URL.

Microsoft OS 2.0 Descriptors which instruct the Windows operating system (8.1 and above) to automatically the
winusB.sys driver so that the browser can connect to the device.

Compatible Hardware

WebUSB requires an Arduino model that gives the sketch complete control over the USB hardware. This library has been
tested with the following models:

Arduino Leonardo
Arduino/Genuino Micro
Arduino/Genuino Zero
Arduino MKR1000
Arduino MKRZero
Arduino MKRFox1200
Adafruit Feather 32u4
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https://github.com/z4yx/webusb-cardreader
https://github.com/z4yx/webusb-cardreader
https://github.com/tuna/registr/blob/master/static/js/card-reader.js
https://github.com/tuna/registr/blob/master/static/js/card-reader.js
https://github.com/tuna/registr/blob/master/static/js/card-reader.js

